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2021 has been an actve year n the

preventon of money launderng, wth

many countres enactng new or

updatng ther regulatons on AML.  In

2021, countres took regulatory steps,

especally on crypto, and awareness of

ths ssue ncreased. 

In ths report, we hghlght the AML

ndustry's top complance challenges,

regulatory focus, and crme trends n

2021. Keep readng to learn more. 

Foreword

Regulatory pressure contnued
for nsttutons at rsk of money
launderng n 2021.
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ABN AMRO

Fne: $574,000,000 

ABN Amro has agreed to pay

$574 mllon as part of a

settlement wth Dutch

prosecutors for serous

shortcomngs n AML.

Customers engaged n

crmnal actvtes abused

ther bank accounts. 

Top 5 AML Fnes n 2021

BANK JULİUS BAER

Fne: $79,000,000

Julus Baer, a Swss bank,

has admtted to consprng

to launder over $36 mllon n

brbes to FIFA offcals

through the Unted States.

The bank sgned a deferred

prosecuton agreement and

was ordered to pay a fne of

$79 mllon for ts role n the

FIFA money launderng

scandal.

DNB ASA

Fne: $48,000,000

DNB ASA, the largest

fnancal servces group n

Norway, was denounced for

money launderng faults and

fned $48.1 mllon. The

Norwegan regulator sad a

routne regulatory revew

revealed serous volatons

n AML complance.

RİETUMU BANK

Fne: $6,900,000

Retumu Banka was fned

$6.9 mllon for AML and ant-

terrorsm volatons.

Irregulartes and

defcences were dentfed

and t was determned that

the bank underestmated the

rsks of payment servce

provders. 

SWEDBANK AB

Fne: $5,500,000

Nasdaq Stockholm

dscplnary commttee has

ordered Swedbank AB to pay

$5.5 mllon for AML falures

and volatons of rules on

dsclosure and classfcaton

of nsder nformaton.

DEUTSCHE BANK AG

Fne: $1,960,000

The Reserve Bank of South

Afrca (SARB) mposed an

admnstratve penalty after

the supervsory authorty

found weaknesses n

Deutsche Bank's AML

nternal controls followng a

2019 revew. 
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TIGHTENING UBO LAWS

Under AMLA, the Fnancal Crmes Enforcement

Network (FnCEN) requres certan companes to

provde nformaton about the benefcal owner

of the reportng company, along wth the

dentty of the person applyng to form or

regster the company. Ths s part of the trend to

collect more nformaton about your customers.

Customer due dlgence s now a more complex

and lengthy process to gather the rght types of

nformaton. Ths goes hand n hand wth the

Corporate Transparency Act (CTA), whch

requres fnancal nsttutons to verfy customer

nformaton aganst FnCEN's Ultmate Busness

Owner (UBO) records. Verfyng UBO nformaton

can be costly and tme-consumng, and

especally snce most countres do not publsh

publc property records. 

The beneft of better software s that most

complance processes can be automated,

whch helps keep costs down.

TRADE-BASED MONEY LAUNDERING ON

THE RİSE

Trade-based money launderng refers to the

process of movng funds through busness

transactons wth the am of concealng ts

source and rentroducng money nto the

legtmate fnancal system. In March, the

Fnancal Acton Task Force (FATF) and the

Egmont group released a new report on the

rsk ndcators of Trade-Based Money

Launderng. The report was publshed to

assst the prvate and publc sectors n

recognzng suspcous actvty n overseas

trade.

contnue to talk about TBML as ndcated by FATF’s latest

paper on the subject, released on December 9, 2020, along

wth the Egmont Group of FIUs. But just as n the past, ths

paper does not propose anythng concrete n terms of TBML,

just more handwrngng about what a serous and complex

problem t s, and how countres need to nclude TBML n ther

Natonal Rsk Assessments. (Yawn). 

-Ross Delston, Attorney + Expert Wtness

Reference from the Expected AML Trends n 2021 Report 

Trade-based money launderng (TBML) wll contnue to

be a major topc. FATF as well as jursdctons  near and BETTER SOFTWARE, BETTER

TECHNOLOGY

Regulators are forcng banks to use

better software and ncorporate

emergng technologes. As fnancal

scammers get smarter wth ther

approach, the only way banks can

combat s a technology that fts

these capabltes and can adapt to

new threats. 

AML Challanges and Trends
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CRYPTO REGULATION

To prevent the msuse of cryptocurrences for

money launderng and terrorst fnancng, the

Fnancal Acton Task Force mplemented the

Travel Rule n June 2019. However, by June

2021, only 58 of the 128 reportng jursdctons

had mplemented the revsed FATF standards. 

In the frst half of 2021, Ireland took drastc

measures to regulate crypto-based frms by

forcng all Irsh VASPs (Vrtual Asset Servce

Provders) to regster wth the country's Central

Bank wthn a three-month perod. South Korea's

Fnancal Intellgence Unt (KoFu) has also

mposed smlar regstraton requrements on all

crypto provders, statng that "any local crypto

platform that does not comply wth the new rule

wll be completely banned from operatng n

South Korea." In September, Ukrane formally

passed the Draft Law on Vrtual Assets. 

Pror to that, Cuba passed a law to recognze

and regulate cryptocurrences, Panama s

currently n the plannng stages for new

cryptocurrency regulatons. Other countres

that support crypto-related AML regulatons

nclude the UK, UAE, France, Swtzerland,

Germany, Netherlands, Thaland, Japan, and

Australa.

INNOVATION AND SAR REFORM

The Federal Depost Insurance Corporaton

(“FDIC”) and the Offce of the Currency

Controller (“OCC”) have fnalzed parallel

Proposed Rule Formaton Notces (“NPRMs”)

enttled Exemptons for Doubtful Actvty

Report Requrements. Regulators have

proposed amended regulatons that, f

fnalzed, would allow fnancal nsttutons to

grant broader exemptons to SAR flng

requrements n conjuncton wth nnovatve

complance approaches. 

Whle FnCEN and federal bankng nsttutons

have supported nnovaton over the past few

years, the prevous acton has not resulted n

any tangble regulatory change to meet these

goals. The NDAA and NPRMs provde a

pathway to a clear regme that wll gve

fnancal nsttutons confdence that well-

ntentoned efforts to test and advance the

use of technology n fnancal crme

complance wll not themselves produce

adverse regulatory consequences.  
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UNITED ARAB EMIRATES

Duba has set up a specal court to tackle money

launderng challenges, whle the Natonal

Commttee to Combat Money Launderng and

Terrorsm and Fnancng of Illegal Organzatons

(NAMLCFTC) ntroduced new regulatory

requrements for vrtual asset provders n

September 2021. In addton, all vrtual currency

provders, ncludng cryptocurrences, are

requred to comply wth the travel rule of the

FATF under the AML framework.

HONG KONG

As part of Hong Kong's bennal roadmap to

promote the adopton of Regtech n bankng, the

Hong Kong Monetary Authorty (HKMA) ssued

new ant-money launderng gudelnes n 

Aprl hghlghts the benefts of combnng data

from nternal and external sources, proactve

data analyss.

PHILIPPINE

In January, the Phlppne government

expanded the scope of the Ant-Money

Launderng Act (AMLA) to nclude overseas

gamng operators, real estate developers, and

brokers wthn the  AML framework. Later n

February, the country's central bank revsed

the AML/CFT rsk assessment framework and

ntroduced a four-pont ratng scale to make t

easer for companes to assess rsks and the

qualty of ther ant-money launderng and

counter-terrorsm fnancng programs.

AML Regulatory and Regulatons
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IRISH

Irsh Crypto Companes Are Now Subject to

AML/KYC Rules. The Central Bank of Ireland

announced that as of Aprl 23, Vrtual Asset

Servce Provders (VASPs) must regster wth

the Central Bank and comply wth AML and

Counter-Terrorsm Fnancng (CFT) oblgatons.

VASPs have three months to comply wth the

requrements or face crmnal prosecuton f

they contnue to operate n Ireland. The new

requrements wll remove the ablty for Irsh

users to buy, sell or trade cryptocurrency

anonymously.

UNITED STATE

FINCEN SETS FIRST NATIONAL PRIORITIES IN

ANTI-MONEY LAUNDERING

In June, FnCEN, the U.S. Department of the

Treasury's Offce of Foregn Asset Control

(OFAC), and other regulators outlned natonal

prortes for combatng money launderng and

terrorst fnancng.The prortes are to gude

fnancal nsttutons to focus ther AML

programs on the most relevant threats  to the

US fnancal system and natonal securty.

Prortes nclude Corrupton, Cybercrme,

Fnancng of terrorsm, both domestc and

nternatonal, Fraud, Transnatonal crmnal

organzatons, Drug traffckng organzaton

actvty, Human traffckng and smugglng, and

arms fnancng.

EUROPEAN UNION 

Legslaton desgned to strengthen the EU's

AML rules and harmonze enforcement among

EU member states was announced by the

European Commsson n July. The legslaton

ncludes: (1) the establshment of a new EU

money launderng authorty; (2) a new EU

rulebook for AML regulatons specfcally to

make consstent EU regulatons, ncludng

clent due dlgence and benefcal ownershp;

(3) the sxth drectve on AML, replacng the

fourth AML drectve; and (4) the revson of

the 2015 regulaton on fund transfers to

montor cryptocurrency transfers. The new EU

Ant-Money Launderng Authorty wll be a

central EU authorty, coordnatng wth

natonal authortes to ensure that the prvate

sector apples EU rules consstently. The new

authorty wll also drectly oversee some hgh-

rsk fnancal nsttutons operatng n more

than one EU country. The new authorty wll

also drectly oversee some hgh-rsk fnancal

nsttutons operatng n more than one EU

country.
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OFAC HAS RELEASED THE SANCTIONS

COMPLIANCE GUIDE FOR THE VIRTUAL

CURRENCY INDUSTRY

The U.S. Department of the Treasury's Offce of

Foregn Assets Control (OFAC) has released the

Sanctons Complance Manual for the Vrtual

Currency Industry to assst the vrtual currency

ndustry n mtgatng these rsks. OFAC

complance oblgatons apply equally to

transactons nvolvng vrtual currences and

transactons nvolvng tradtonal fat currences.

Members of the vrtual currency ndustry are

responsble for ensurng that they do not engage,

drectly or ndrectly, n transactons prohbted by

OFAC sanctons, such as dealngs wth blocked

persons or property, or prohbted trade or

nvestment-related transactons. 

FINCEN WARNS ART AND ANTIQUITIES

TRADERS OF NEW AML MEASURES

In March, FnCEN ssued a statement requrng

the term "fnancal nsttuton" to cover

ndvduals who trade antqutes, thus

requrng the art and antque market to submt

suspcous actvty reports (SARs) for certan

transactons. The notce provded a summary

of the nformaton that can be expected

regardng SARs for antque dealers.

FINCEN SEEKS COMMENT ON AML RULE FOR

DIGITAL ASSET TRANSACTIONS

In January, FnCEN extended the comment

perod for the newly proposed rulemakng

regardng convertble vrtual currency (CVC)

and dgtal assets (LTDA) transactons wth

legal tender status. Under the proposed

FnCEN regulatons, both banks and money

servces busnesses wll be requred to report

record, and verfy the denttes of customers

nvolved n transactons above certan value

thresholds. These regulatons wll only apply

to CVC or LTDA wallets that are not hosted or

assocated wth fnancal nsttutons. The

proposed rule requres banks and

cryptocurrency exchanges to nsttute

advanced know-your-customer (KYC) and

record-keepng processes for any

transactons nvolvng over $3,000 un-hosted

wallets. Banks and exchanges wll also be

requred to report any transacton exceedng

$10,000 to FnCEN wthn 15 days. 
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FATF Trends
Publcatons
n 2021

TRADE-BASED MONEY LAUNDERİNG:

RİSK INDICATORS

Trade-based money launderng s one of the

most complex and wdely used methods of

money launderng. Crmnals use legtmate

tradng transactons or networks to hde and

move the proceeds of crme around the world.

FATF and Egmont Group FIUs have publshed a

report on trade-based money launderng -

trends and developments The report provded

detaled nformaton on emergng rsks. It also

outlned a set of best practces to help

authortes mtgate ths money launderng

threat.

UPDATED GUIDANCE FOR A RISK-BASED

APPROACH TO VIRTUAL ASSETS AND

VIRTUAL ASSET SERVICE PROVIDERS

In October 2021, the FATF updated ts 2019

Gudelnes for the Rsk-Based Approach to

Vrtual Assets and Vrtual Asset Servce

Provders (VASPs). Ths updated Gudance

forms part of FATF's ongong montorng of

vrtual assets and the VASP ndustry. VASPs

are subject to the same relevant FATF

measures that apply to fnancal nsttutons.

Ths gude wll help countres and VASPs

understand ther money launderng and

counter-terrorst fnancng oblgatons and

effectvely mplement the FATF requrements

as they apply to ths sector.

MONEY LAUNDERING FROM

ENVIRONMENTAL CRIME

Ths FATF Report descrbes the methods

crmnals use to launder the proceeds of

envronmental crme, as well as the tools that

governments and the prvate sector can

mplement to curb ths actvty. When properly

mplemented, the FATF Recommendatons

provde effectve tools for pursung these

llct fnancal flows. Envronmental crme s a

'low rsk, hgh reward' crme. 

In many countres, lght sanctons for

envronmental crmes, as well as lmted

efforts to track and elmnate profts, make t

a lucratve but safe source of ncome for

crmnals. Therefore, the FATF conducted ths

work to ncrease understandng of the scale

and nature of money launderng threats from

envronmental crmes and to strengthen the

response between the publc and prvate

sectors.
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P A N D O R A

P A P E R S

The Pandora Documents leak contans 2.9

Terabytes of nformaton released by the

Internatonal Consortum of Investgatve

Journalsts (ICIJ) effectve October 3, 2021.

Nearly 12 mllon documents, examned by

more than 600 journalsts from 117

countres, also revealed the secrets of many

state leaders. 

Descrbed as the most comprehensve

fnancal prvacy dsclosure ever, the

Pandora Documents features pctures,

charts, documents, and emals from 14

dfferent fnancal servces companes.

In Pandora Paper Ukranan Presdent

Volodymyr Zelensky, Lebanese Prme

Mnster Najb Mkat, Kenyan Presdent

Uhuru Kenyatta, Ecuadoran Presdent

Gullermo Lasso Mendoza, Czech Prme

Mnster Babs, Kng Abdullah of Jordan, Chld

of Chlean Presdent Sebastán Pñera, and

former Brtsh Prme Mnster Tony Blar,

Pandora It's n your papers. In addton to

poltcans, many famous names such as

Shakra, Clauda Schffer, Julo Iglesas, Rngo

Starr, Elton John accompany the poltcans.

Pandora Papers, reportng the

fnancal transactons of world-

famous leaders and poltcans, has

emerged.
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https://sanctionscanner.com/


Get n Touch

Sancton Scanner s an artfcal ntellgence-supported

complance software that offers solutons to prevent black

money and terrorst fnancng n the feld of Regulatory

Technologes (RegTech). Sancton Scanner has 3000+ sancton

lsts of 220+ countres, montors and analyzes ths data

nstantly, and presents t as a report to ts users. Also wth

Transacton Montorng tool montors customer transactons n

real-tme to detect hgh-rsk and suspcous transactons. 

Today, we play an actve role n the fght aganst fnancal crmes

of nearly 300 companes n +40 countres and provde software

servces, our am s to fght fnancal crmes. Jon us and let's

fght fnancal crmes together.

27  O l d  G l o u c e s t e r  S t r e e t ,  L o n d o n ,

 U n  t e d  K  n g d o m,  WC1N  3A X

+44  20  4577  0427

Yıldız Techncal Unversty - Yıldız Technopark

C1 - No:106-2, Istanbul, Turkey

+90  (212 )  963  01  84

 n f o @ s a n c t  o n s c a n n e r . c o m

About Us


